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Abstract. The Decentralised Finance (DeFi) community is continu-
ously being affected by various types of security incidents that are causing
high levels of financial loss. There have been multiple tools proposed for
security attack detection, however, these cannot be used for general audit
in DeFi applications as they focus on specific attacks or areas. This work
aims to present how behavioural clustering and analysis can be leveraged
to present insights into common user and smart contract behaviour in
DeFi applications. Preliminary results are presented for two commonly
known applications, Sushiswap and Uniswap V3 that lay down the foun-
dation for general DeFi security audit.
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1 Introduction

Decentralised Finance (DeFi) is a financial ecosystem that enables users to per-
form financial activities in a trustless and borderless manner due to the under-
lying blockchain [10]. It can offer various types of services including lending and
token exchange [1]. As a result of its benefits, DeFi applications became very
popular which can be seen by the 77% increase in Total Value Locked (TVL),
reaching $103 billion, as reported by DappRadar’s 2023 industry report3. The
potential financial profit also prompted interest from malicious actors. These
actors leverage various types of open issues such as vulnerabilities related to
smart contracts and design to perform several kinds of attacks. For example,
sandwich attacks or Pump-and-Dump (P&D) scams [7]. This caused a signifi-
cant financial loss in the DeFi community. According to Chainalysis4, in 2022
$3.7 billion was stolen. In 2023, there was a decrease to $1.7 billion, but the
number of individual hacking incidents grew and the malicious actors became
more sophisticated and diverse. As a result, the research community has an on-
going interest in providing tools for transaction audit and security protection.

3 https://www.chainalysis.com/blog/crypto-hacking-stolen-funds-2024/
4 https://www.chainalysis.com/blog/crypto-hacking-stolen-funds-2024/
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For example, leveraging symbolic execution, fuzzing and formal verification to
detect smart contract vulnerabilities [4].

Interest in blockchain transaction analysis also increased as it can be utilised
for various types of purposes including cryptocurrency market analysis [15], NFT
community detection [3] and blockchain forensics [17] where the latter focuses on
identifying malicious transactions and the corresponding adversarial actors. It
can also be utilised to describe the users’ behaviour in decentralised applications
(dApps) such as classifying Ethereum users based on past behaviour [2]. The
extraction of behavioural information can be useful in the analysis of security-
related incidents as well as deducing the participants’ habits and social inter-
actions can be leveraged to determine their future actions including potentially
malicious activities.

Previous research generally only focused on specific attacks such as sandwich
attacks [6] or token leaking vulnerabilities [11] when it comes to security analyses
and did not consider establishing general behavioural clusters for both normal
and abnormal behaviour. General behavioural analysis can potentially present
general adversarial behaviour that is present across various types of applications
as the habits and interactions of the malicious actors can be extracted and
analysed. For example, actors who usually act together can be revealed if their
extracted behaviour is highly similar. It can be also utilised to analyse the long-
term behaviour of addresses which can present if they have had a tendency to
perform malicious activities in the past or if they are often prone to fall for
certain types of scams. Appropriate actions can be taken by the developers of
the applications to prevent malicious actors from having access to the application
and users who are common victims can be notified of suspicious activities. It can
be leveraged to detect DeFi attacks that happened in the past as well. These
attacks can be linked to the involved addresses that can help the developers and
authorities in their investigations. Behavioural analysis overall can introduce
long-term patterns that can be utilised for detection, similarly how malicious
transaction patterns and behavioural patterns can be leveraged for blockchain
forensics purposes [13]. This work aims to present a comparison of the extractable
general behaviour of two well-known DeFi applications, Sushiswap and Uniswap
V3 with a reported trading volume of $6,411,043 and $1,111,949,320 according
to CoinGecko5. The results for both were analysed based on selected features.

For this purpose, transaction data from a certain period was collected for
both applications and the emitted transaction events were analysed to intro-
duce general DeFi actions that can describe the users’ past activities. These
were utilised in an unsupervised clustering process which resulted in general be-
havioural clusters of the user and smart contract addresses involved in the DeFi
applications. The clusters were analysed and preliminary results for behaviour
that is present in the applications were described.

Contributions of this paper are listed as follows:

– Formation of general DeFi actions that can describe past user behaviour in
DeFi application.

5 https://www.coingecko.com/
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– General behavioural clusters that group addresses that correspond to similar
behaviour that can be utilised to deduce adversarial actors’ habits, connec-
tions and interactions.

– Comparison of two DeFi applications that was performed based on the be-
havioural cluster results.

The rest of the paper is structured as follows: Section 2 presents related
research works that present the current DeFi scope and also describe current
research tools for vulnerability and attack detection. Following that, in section 3
the comparison of the two DeFi applications is presented regarding extractable
user behaviour including the data collection, action formation, clustering and
analysis steps. Finally, the paper is concluded in section 4 where future directions
are also mentioned.

2 Related works

This section presents the current state of the DeFi landscape concerning security-
related incidents and it also presents various types of research works that propose
tools to detect vulnerabilities and attacks. These works, similarly to this research,
aim to propose solutions that can be utilised for security audit and protection.

Liu et al. [8] presented the need to research DeFi users’ perceptions as cur-
rent research is limited to specific attacks or smart contract vulnerabilities. The
authors conducted a semi-structured interview with DeFi users and an online
survey afterwards. They aimed to research users’ security risk awareness, the ad-
equacy of employed security practices, how victims respond to DeFi attacks and
how they mitigate these risks. They identified profitability and decentralisation
as the main reasons users would use DeFi services. They also added that some of
these users often blindly believe in decentralisation. Furthermore, they deduced
that users do not apply adequate security controls and are overconfident in the
use of two-factor authentication (2FA). Surprisingly, they also discovered that
prior accident experience does not change users’ perceptions as financial moti-
vation overthrows their concerns, and even experience and education seem to be
insufficient in increasing security levels. A large number of the users also do not
support introduced regulations because of the potential additional fees which
further presents the importance of profit as a major motivator in using DeFi
services. They declared that the users’ overall behaviour resembles gambling,
therefore, the DeFi sector needs a similar type of regulatory system to the one
implemented in the traditional gambling industry. They recommended that the
community has to collectible work on regulation and also mentioned that DAO
can be a potential tool as it can provide membership certificates to verified DeFi
services. They also endorsed education and the use of regular reminders as tools
that can improve users’ security control. For example, a reminder feature that
prompts users to review their token approvals.

Wang et al. [14] presented a mixed-method study to quantify the impact of
sandwich attacks and show the knowledge gap between user perception and the
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actual effect of these attacks. Their results showed that miners started actively
participating with attackers in relay services and also presented that attackers
always achieve maximum profit. In general, they deduced that sandwich attacks
achieved an increased influence on DeFi users.

Green et al. [5] proposed a DeFi survival analysis approach to describe user
behaviour in lending protocols. Survival analysis uses time-to-event data and has
been previously applied to Centralised Finance (CeFi) however, it was stated
that its application to DeFi is not straightforward. They focused on seven trans-
action types: deposits, redeems, borrows, repays, liquidations, interest-rate swaps
and reserve collateral usage toggling. These transactions always have one specific
coin involved which they categorised into stablecoins and non-stablecoins. They
utilised Kaplan-Meier curves for visualisation and when it was also required to
show how the variables affect time to the outcome event, Cox regression was
used. They used the analysis to deduce the subsequent transaction after the
index event transaction. This is almost extensively the deposit transaction as
before depositing any currency into an account, there are no other possible ac-
tions a user can take. They also utilised the analysis to check how long it takes
for borrows to be repaid or liquidated and whether the type of the coin influences
liquidations.

Wu et al. [16] presented that existing detection tools cannot detect based
on logic as that would require an understanding of DeFi semantics. Their work
concentrated on two common price manipulation attacks: the first presents when
an attacker forces a DeFi app to perform an unwanted trade inside a DEX pool
by finding and exploiting a vulnerability in the dApp and the second refers to
attacks when an attacker manipulates the price of the token by exploiting the
vulnerable DeFi app’s price mechanism that depends on real-time status as the
attacker can manipulate said status by trading in the pool. They aimed to de-
tect these attacks by the analysis of invocations between smart contracts and
high-level DeFi semantics. However, they identified that there is a gap between
raw transactions and high-level semantics. They, therefore, defined semantics
for three basic DeFi actions (such as transfer, minting and burning) and five
advanced DeFi actions (such as trade, depositing and withdrawal). The basics
were identified from the raw transactions and the advanced ones all consist of
basic actions. To form these, they collected raw transactions and constructed
Cash Flow Trees (CFTs) from them. These include contract invocations, events
and basic actions. By applying three operations, connection, insertion and com-
bination, they were able to lift the trees’ semantics to advanced actions. They
also pre-defined and utilised patterns to detect the attacks. For evaluation, they
implemented a prototype system called DeFiRanger which identified four root
causes of the price manipulation attacks: access control, design compatibility,
slippage check and price dependency.

Su et al. [11] focused on weaknesses that originate from functional bugs such
as token leaking vulnerabilities. They proposed a tool called DeFiWarder that
traces transactions and provides protection from token-leaking vulnerabilities.
Their solution also constructs CFTs and based on those it tracks the handlers
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of calls and mines the roles of the related addresses which then enables the
capture of the real relationship between users and the accurate token flows of
the users and the DeFi apps. It also merges the flows of different types of to-
kens, calculates the corresponding return rates and utilises abnormal cases to
reveal token-leaking vulnerabilities. They identified arithmetic weakness, access
control, control-flow hijacks, improper token transfer and price manipulation as
causes of token leaking-related issues.

The related literature presented the effect and deep impact of DeFi secu-
rity incidents and that the user adoption lacks accurate precision and security
practice. It showed that the users are not educated on appropriate protection
techniques and they are also generally against additional regulations. However,
the high number of DeFi security incidents presents the need for tools that can
provide security audits by the detection of adversarial activities. Related liter-
ature presented multiple types of DeFi security tools that were proposed for
this purpose. However, these proposals have some limitations that this work’s
behavioural clusters aim to address. For example, they do not always take all
transaction and event types into account as general behaviour is not their focus.
They only consider one specific attack type such as price manipulation or sand-
wich attacks and some of them only show limited results as survival analysis
only presents the potential next step after a certain index transaction. They rely
on certain standards (for example ERC20), pre-defined rules, thresholds and the
use of the flows of financial funds to make deductions regarding malicious intent.
Other types of information coming from various types of events can present ad-
ditional insights into the behaviour of DeFi users. General behavioural clusters
can incorporate that to provide a general audit that focuses on a broader scope
of DeFi and is not limited to a specific set of security attacks.

Fig. 1: Process to extract behavioural information.

3 User behaviour in DeFi

This section presents the extraction of user behaviour from the examined two
DeFi applications. At first, it is explained how transaction data is collected from
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the related smart contracts. Following that, the way the actions are formed and
utilised to present the activities of the addresses in the form of action flows is also
described. Subsequently, the clustering process is presented and then finally, the
resulting behavioural clusters are described by calculated features. The overall
process to extract behavioural information is presented in Fig. 1.

Table 1: Properties of the action nodes.
Property Description

Total count total # times action is called
Min call min # times action is called
Max call max # times action is called
Mean call avg # times action is called
Min timestamp first time action is called
Max timestamp last time action is called

3.1 Data collection and action formation

For the applications, transactions from smart contracts that are currently de-
ployed67 on Ethereum were collected that correspond to the period covered by
block numbers 19993250 and 20207948. The Etherscan8 and Alchemy9 APIs
were utilised to extract the transactions and decode the emitted events. The
collected data then were added to a local Neo4j database so it could be queried
to extract the necessary information to form actions and extract action flows.
These flows present that in which order what kind of actions were performed by
the corresponding address. The establishment of the local database followed the
steps detailed in our previous work [18].

By querying the database, each included wallet addresses were extracted and
categorised as whether they were smart contract or user-related. For Sushiswap
556 smart contract and 1800 user addresses were found, whereas for Uniswap
V3 the ratio is 1211 smart contract and 2459 user addresses. However, not all
of them actually initiated transactions within the examined period. By differen-
tiating them and utilising behavioural clustering, both user and smart contract
behaviour can be analysed separately. Apart from the wallet addresses, all token-
related addresses were extracted as well.

Following this, the events that were emitted in transactions associated with
these addresses were also retrieved. Every new unique set of events in transac-
tions was added as a new DeFi action that can be performed by a wallet address.
6 https://docs.sushi.com/docs/Developers/Deployment%20Addresses
7 https://docs.uniswap.org/contracts/v3/reference/deployments/ethereum-

deployments
8 https://docs.etherscan.io/
9 https://docs.alchemy.com/reference/api-overview
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This is a simplified action formation process as further analysis of DeFi seman-
tics is needed to introduce more defined actions. Overall, 89 actions were added
for Sushiswap and 128 of them were formed for Uniswap. Among these actions,
21 of them were present in both applications. Since all transactions per address
can be extracted from the local database, they were also all added as an action
step made by either a user or a smart contract address. Each step consists of
the action ID, wallet address, whether the address is a contract and the corre-
sponding timestamp. The same was also performed for token addresses as well,
however, in this case, the step only includes the action ID, token address and
timestamp.

(a) Smart contract action flow
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(b) User action flow

Fig. 2: Action flows in Sushiswap.

After this, a second local database was established that includes three types
of nodes: Address, token and action. For the action nodes numeric features were
calculated that can be seen in Table 1. The address nodes have the wallet address
and a boolean value that presents whether the address is a contract as proper-
ties. The token nodes have the token address and a boolean value that represents
whether the token was used in multiple actions as property values. Two relation-
ships were introduced between the nodes: i) NEXT_STEP which presents an
action step performed by an address at a specific timestamp and it also covers
the order of this step in the entire action flow that corresponds to that address;
ii) USED_BY which represents the relation between an action and token that
shows that this token was utilised in an action step that corresponds to that
particular action. By filtering the NEXT_STEP relations through the address
property, the corresponding action flows can be extracted. Through filtering, ac-
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Fig. 3: An extended action flow.

tion flows for both user and contract addresses can be visualised. Fig. 2 presents
an example for both user and contract address action flows in Sushiswap.

3.2 Behavioural clustering

As the token usage is also presented by the USED_BY relations, the action
flows were extended by all USED_BY relations that had the particular address
as a relation property. This way an action flow not only shows the order in
which the actions performed but also present the kind of tokens the address
interacted with. An example can be seen for this in Fig. 3. These action flows
were utilised as input for a GNN model that provided graph-level embedding for
them. Each embedding was added to two separate lists of embedding, one for the
user and another for the smart-contract-related addresses. By separating them,
user and smart contract behaviour can be examined separately. As there were
no predefined labels that could be leveraged for the clustering process, the elbow
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method [12] was utilised to determine the required number of clusters for all four
lists of embedding. The results for that are presented in Fig 4. Multiple elbow
points were calculated that are visualised by red colour in the corresponding
figures. There were no elbow points found for the contract addresses in Uniswap
as presented in Fig 4c. This is the result of the fact that among many addresses
extracted from event data, only a few of them initiated transactions within the
examined period. As a result of this, the Uniswap contracts were excluded from
the clustering. For the rest of them, the first identified elbow point was chosen
as the value for the required number of clusters. However, for the Suhiswap
contracts the addresses were only clustered into four clusters which probably is
the result of the lower number of used contract addresses as well.

(a) Smart contracts in Sushiswap (b) Users in Sushiswap

(c) Smart contracts in Uniswap (d) Users in Uniswap

Fig. 4: Results of the elbow method.

The k -means clustering [9] clustering algorithm was utilised to cluster ad-
dresses that performed similar types of activities into separate behavioural clus-
ters that can be analysed later. We have to note that given the short period that
was examined, many addresses only had one performed action which is not suf-
ficient enough to determine their past behaviour, thereby, the results presented
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(a) Smart contracts in Sushiswap (b) Users in Sushiswap

(c) Users in Uniswap

Actions

Addresses

Fig. 5: Cluster C0 for all three embedding lists.

Table 2: Clusters for Sushiswap contracts.

# Number of
addresses

Number
of actions

General action flow
length

Number of unique
tokens Time (hr)

0 5 8 9 179 351.85
1 2 7 7 212 452.81
2 1 8 9 66 500.64
3 4 31 32 311 246.79
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in this paper are only preliminary and further data collection is required to show
behaviour on a wider scale. Fig. 5 presents examples (Cluster C0 for all of them)
for the created clusters where all included addresses and their NEXT_STEP
relations are being visualised.

For the resulting behavioural clusters, multiple features were calculated as
presented in Table 2, 3 and 4. The columns are explained: The number of ad-
dresses presents the addresses that belong to the particular cluster. The highest
count action shows which action was performed the most by the addresses within
that cluster. The number of actions highlights how many unique actions are per-
formed in general by the included addresses, whereas the general action flow
length presents how many actions were performed by them overall on average.
The latter is based on a constructed general action flow which presents that at
each possible action step which action will be performed most likely. The number
of unique tokens shows how many unique tokens were included in the activities of
each cluster and the highest count token presents which one was used the most.
Time presents that on average how much time the addresses spent in the DeFi
application within the examined period. It is presented in seconds. The highest
count action and token columns were excluded from the Sushiswap tables as
they presented the same values (action: 4fc6ef6c-8e83-41c3-bb7e-d81fbf184df4,
token: 0xEeeeeEeeeEeEeeEeEeEeeEEEeeeeEeeeeeeeEEeE) for all clusters.

Table 3: Clusters for Sushiswap users.

# Number of
addresses

Number
of actions

General
action flow length

Number of unique
tokens Time (hr)

0 225 8 9 179 351.85
1 384 7 7 212 452.81
2 72 8 9 66 500.64

Table 4: Clusters for Uniswap users.
# Number of

addresses
Highest

count action
Number
of actions

General action
flow length

Number of
unique tokens

Highest
count token Time (hr)

0 407 b15b12be... 5 5 90 0x365Ac... 25.49
1 274 12b31f16... 4 4 102 0x365Ac... 1.17
2 44 12b31f16... 3 3 22 0x382ea... 3.48
3 19 12b31f16... 2 2 7 0x9e204... 0.07
4 55 4366058d... 6 6 52 0xD533a... 515.29
5 36 4693b2d2... 3 4 13 0x4e3FB... 509.90

3.3 Discussion

Based on the calculated features, preliminary behavioural information can be
deduced for the addresses involved in these applications. In this section, we
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describe these results for both applications and also present some comparisons
between them.

Sushiswap For this application, the created clusters for the contract and user
addresses are basically the same. This can be a consequence of the lower number
of used addresses that can be leveraged in the clustering process but can also
show that there is a connection between the behaviour of user and contract
addresses. It is generally also shown that even though the addresses’ behaviour
is separated as that is clearly shown in the differing general action flows, they
still have similarities as the most popular actions and tokens are the same across
all clusters.

Uniswap In this case, the clusters present very separate behaviours as the pop-
ular actions and tokens differ. However, the general action flows have many sim-
ilarities as almost all of them start with the same action and some of them even
have the first two action steps as the same. Information regarding users’ activity
levels can be also extracted. For example, users of Cluster C4 can be generally
viewed as active as they spent the longest time in the application within the
examined period and performed the most actions on average, whereas Cluster
C3 can be described as inactive as the results present the opposite of Cluster C4.

Comparison of the two DeFi applications As the smart contract addresses could
only be clustered for Sushiswap, the comparison was only conducted on the
user-related addresses. It can be generally said that the users in Sushiswap were
more active as they spent more time performing a higher variety of actions that
utilised more unique tokens. However, in Uniswap the users’ behaviour varies
more. It was also deduced that although there are commonly formed actions
that are present in both applications, only one of them was present in the most
popular actions performed by the users in the clusters. This means that the
activities available are similar types of DeFi services but they also differ which
suggests that DeFi applications have their unique characteristics.

As the collected data only covers a short time period, these preliminary
behavioural results cannot be considered as long-term DeFi behaviour in the
selected applications. Further data collection will present how often addresses
perform similar types of activities that were presented in this section. The prelim-
inary results are not definite, some of the addresses that are currently included
may present false or insufficient results. As this is also a result of the small
dataset, future data collection and the consequent behavioural clustering will be
able to address it.

4 Conclusion

DeFi applications offer several types of services that are similar to traditional
banking which resulted in a high volume of funds associated with them. This
also prompted the interest of scammers and hackers who exploit vulnerabilities
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in DeFi applications to gain financial profit. As the participating users’ security
practice adaption is lacking, various types of tools have been introduced that
can be utilised for a security audit. However, these focus on specific attacks and
they do not consider all information that can be extracted from transactions.

This work presents preliminary results of general behavioural clustering of ad-
dresses involved in DeFi applications. Similar behavioural analysis can be utilised
to provide a general audit for DeFi applications. In this work transactions from
two applications were extracted that cover a short period. The results presented
separate address behaviour, however, the small dataset consisting of these trans-
actions cannot be utilised to present long-term address behaviour. Therefore, in
the future, a larger dataset will have to be leveraged to perform behavioural
clustering that presents more comprehensive descriptions for the involved ad-
dresses. This can address current insufficient results like the lack of analysis of
smart contract behaviour for Uniswap V3. At this stage, only two DeFi appli-
cations were utilised for behavioural clustering, however, other applications also
have to be considered to present behaviour that is consistently present across
DeFi. Behavioural analysis on an extended dataset can introduce emerging be-
havioural patterns that can be utilised in machine learning techniques to classify
and predict DeFi-related security attacks and eventually be utilised in real-time
analysis. Apart from that, DeFi semantics have to be analysed to form realistic
actions as the current actions were added through a simplified process.
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